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How We’ll Proceed
•
•
•
•
•

Language Problems Overview
Why Language Problems Happen Here
Consequences of Language Problems
Example of ‘Decentralization’
What to Do About Language Problems?
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“Blockchain
Technology”
Means

DISTRIBUTED LEDGER
TECHNOLOGY THAT USES A
DISTRIBUTED, DECENTRALIZED,
SHARED AND REPLICATED
LEDGER, WHICH MAY BE PUBLIC
OR PRIVATE, PERMISSIONED OR
PERMISSIONLESS, OR DRIVEN BY
TOKENIZED CRYPTO ECONOMICS
OR TOKENLESS.
THE DATA ON THE LEDGER IS
PROTECTED WITH
CRYPTOGRAPHY, IS IMMUTABLE
AND AUDITABLE AND PROVIDES
AN UNCENSORED TRUTH.
Arizona Statute, 2017.
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Talking About
Decentralization
•
•
•
•
•

Basic characteristic of crypto systems
Raison d’etre
Dapps, DeFi….it’s all “decentralized”
In blockchain legislation (Arizona, Nevada)
In conference names…
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What Does it Mean?
• Description of Network
– Lots of computers (or at least more than one)
– Makes system resilient

• Description of Power Dynamics
– No single central party – power is diffuse
– No site of accountability
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‘Decentralized’ as a Legal Term?
[Speech by Director Hinman, June 14, 2018]

• “If the network on which the token or coin is to function is
sufficiently decentralized – where purchasers would no
longer reasonably expect a person or group to carry out
essential managerial or entrepreneurial efforts – the assets
may not represent an investment contract.
• [W]hen the efforts of the third party are no longer a key
factor for determining the enterprise’s success, material
information asymmetries recede. As a network becomes
truly decentralized, the ability to identify an issuer or
promoter to make the requisite disclosures becomes
difficult, and less meaningful.”
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Hints about what
SEC thinks it means
[Speech by Director Hinman, June 14, 2018]

•

As a network becomes truly decentralized, the ability to identify an issuer or promoter
to make the requisite disclosures becomes difficult, and less meaningful

•

“[W]hen I look at Bitcoin today, I do not see a central third party whose efforts are a key
determining factor in the enterprisew. The network on which Bitcoin functions is
operational and appears to have been decentralized for some time, perhaps from
inception.

•

[B]ased on my understanding of the present state of Ether, the Ethereum network and
its decentralized structure, current offers and sales of Ether are not securities
transactions….

•

Over time, there may be other sufficiently decentralized networks and systems where
regulating the tokens or coins that function on them as securities may not be
required. And of course there will continue to be systems that rely on central actors
whose efforts are a key to the success of the enterprise.”
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Thoughts from the Crypto World

arewedecentralizedyet.com
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The Deconstruction Part
• No One Knows What it Means
– Complex systems
– System is only as decentralized as its most centralized
subsystem
– Decentralization hard to quantify when talking about
power.

• Satoshi Didn’t Invent “Decentralization”
– Echoes of early Internet ethos
– Ideas from political theory / existing systems

• Decentralization Does Not Equal Distributed
– Distributed just means divided into parts.
– Decentralized considers how parts are controlled
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The Deconstruction Part
•
•
•
•

Exists on a Spectrum (non-binary)
Dynamic Rather than Static
Aspirational – Not Yet Actual
Can Be Used to Hide Power / Enable RuleBreaking
• Calls to Action!
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Where’s the Power?
• Is power dispersed?
• Enough that there’s no agents/humans to tie
responsibilities/accountability to?
• Where do we look? What are we not seeing?
– Mining concentration – Pools?
– Software Development – Core devs? Others?
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Examples of Concentrated Power
• Covert Bug Fixes
– September 2018 – Bitcoin Inflation Bug & Fix
– Zcash – Covert Bug Fix announced March 2019

• Secret Meetings of Ethereum Core Devs -Fall 2018.
• Ancient History
– Ethereum’s DAO Hard Fork in 2016
– Bitcoin Hard Fork - 2013

• Hashing Power Concentration among Record Producers
(Miners)
• 51% attacks
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Legal & Risk Implications
• Uncertain meaning makes “decentralization” a flawed legal standard.
• Dynamic nature would require frequent measurements if used as legal
standard (encourages gaming).
• If we don’t have a ‘decentralized’ system yet, law shouldn’t act like we do.
• The Veil of Decentralization
– Diffuse power in a ‘decentralized’ system – means law doesn’t need to reach
in.
– Liability Shield akin to Corporate Veil
• But no legal entity to be accountable

– Is “decentralized” a new backdoor legal entity?

• Surprisingly Malleable Tokens
–
–
–
–

Diffuse power in a ‘decentralized’ system – means not easily changed.
Tokens are thus steel boxes, not lumps of clay.
If actually centralized, subject to sudden changes and radical uncertainty.
Risk analyses based on ‘steel box’ conception are flawed.
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Reflections on “Decentralization”
• Deeper inquiry into ‘decentralized’ is needed
before it’s used to make legal or risk decisions.
• Lots of potential consequences if we use it
without deeper inquiry, including flawed legal
and risk analyses (even systemic risk
implications?).
• Call for research into power dynamics in each
blockchain system.
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Reflections
•
•
•
•

Terminology problems galore.
Interdisciplinary / Multidisciplinary nature exacerbates the problem.
Potential significant consequences of not improving the situation.
Working to Build Common Understandings / Vocabulary.
–
–
–
–

No quick & easy fixes.
Share and learn across disciplines.
Collaborate on academic projects across fields & w/ industry.
Meet at conferences / workshops
• Reg@Tech at Wharton – Periodic Workshops
• Cambridge Centre for Alternative Finance – DLT Conceptual Framework
Report – August 2018
• UBC Peter Wall Institute – June 2019
• Cryptoeconomic Systems Journal and Conference Series – October 2019

– Apply common sense & critical thinking.
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